Abstract-Numerous authentication schemes have been proposed in the past for protecting communication authenticity and integrity in wireless sensor networks. Most of them however have following limitations: high computation or communication overhead, no resilience to a large number of node compromises, delayed authentication, lack of scalability, etc. To address these issues, we propose in this paper a novel message authentication approach which adopts a perturbed polynomial-based technique to simultaneously accomplish the goals of lightweight, resilience to a large number of node compromises, immediate authentication, scalability, and non-repudiation. Extensive analysis and experiments have also been conducted to evaluate the scheme in terms of security properties and system overhead.
I. INTRODUCTION
When a sensor network [1] is deployed in an unattended or hostile environment, the adversary may capture and reprogram sensor nodes, or inject their own sensor nodes into the network and induce the network to accept them as legitimate nodes [2] . Once in control of a few sensor nodes, the adversary can mount various attacks from inside the network.
One common type of attack is targeted at message authenticity and integrity. For example, if the sender and the receiver are not within the transmission range of each other, an intruder on the path connecting them can modify passby messages or inject false messages. It appears to be a solution that the sender and the receiver share a secret key, and the shared key is used by the sender to generate message authentication code (MAC) for any outgoing message, and by the receivers to verify the authenticity and integrity of any incoming message. If a message is tampered en route, it will be detected by the receiver. This method however is not effective due to the following reasons: First of all, it cannot authenticate messages that are multicast because, if one of the receivers is compromised, the intruder can use the secret key held by the compromised receiver to fake MACs for messages modified or injected by it itself to cheat other receivers. Secondly, the method only allows end-to-end message authentication while en-route forwarding nodes cannot authenticate passby messages; as a result, the intruder may launch denial-ofservice attacks by repeatedly modifying messages or injecting false messages to deplete the communication resources of intermediate forwarding nodes.
To thwart the above attacks, each message should be verifiable by both its final receivers and its intermediate forwarders.
This may be simply implemented on top of the public key infrastructure [3] ; specifically, each message is sent along with a digital signature generated by the sender using its private key, and every intermediate forwarder or final receiver can authenticate the message using the public key of the sender. However, this approach may incur high overhead in terms of computational cost and network bandwidth consumption. To mitigate the overhead, researchers have proposed low-cost schemes [4] , [5] that use symmetric keys and hash functions. In these schemes, however, each symmetric authentication key is shared by a set of sensor nodes, and the keys can be captured by the intruder as sensor nodes are compromised. Therefore, these schemes are not resilient to large number of node compromises. Utilizing an one-way key chain and delayed disclosure of keys, the TESLA schemes [6] and its variants can achieve message authenticity in the presence of a large number of node compromises. However, these schemes require synchronization among nodes. They introduce delay in message authentication and the delay increases as the network scales up. Moreover, they repel the adoption of asynchronous communication [7] .
In this paper, we propose a new message authentication approach to address the aforementioned limitations. Our approach has following features: lightweight in terms of computation, communication and storage overhead; resilience to a large number of sensor node compromises; immediate authentication (therefore supporting both synchronous and asynchronous communication); scalability; and non-repudiation. These features are attained by applying a number of novel techniques: Firstly, we adopt polynomials for message authentication, which provides higher adaptability than existing authentication techniques based on multiple MACs [4] , [5] , and at the same time, keeps the advantage of immediate authentication held by those techniques. Secondly, messages are authenticated and verified via evaluating polynomials, which incurs lower overhead than existing asymmetric cryptography-based authentication techniques such as digital signature. Thirdly, independent and random factors are employed to perturb polynomial shares (of a system-wide secret polynomial) that preloaded to individual nodes, which significantly increases
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the complexity for the intruder to break the secret polynomial, and therefore renders the proposed approach to be resilient to node compromises. To the best of our knowledge, the proposed approach is the first one that applies the aforementioned techniques in message authentication for sensor networks, and also the first one that can achieve simultaneously the features of compromise-resiliency, flexible-time authentication, efficiency and non-repudiation without employing public key cryptography.
The rest of this paper is organized as follows. Section II defines the problem. Section III presents, analyzes and evaluates our proposed schemes. Section IV compares our schemes with related work. Finally, Section V concludes the paper.
II. PROBLEM DEFINITION

A. Network Assumptions
We consider a sensor network that consists of a base station and a certain number of sensor nodes, where each sensor node can be a data source or a data sink. The network support the following communication patterns: (i) the base station broadcasts/multicasts messages to all or a certain set of sensor nodes; (ii) a sensor node broadcasts/multicasts messages to all or a certain set of other sensor nodes; (iii) the base station unicasts messages to a certain sensor node; and (iv) a sensor node unicasts messages to the base station or a certain sensor node. The above communication patterns may be either synchronous (i.e., the receivers are available to receive messages when messages are disseminated) or asynchronous (i.e., when a sender disseminates messages, some desired receivers may not be available; after becoming available, the receivers may obtain the messages from other receivers that have received and cached the messages [7] ).
B. Security Assumptions and Attack Model
We assume there is a security server which will never be compromised. Before a sensor node joins the network, it is preloaded by the security server with a unique ID and some security-related information. Similarly, the base station is also preloaded with a unique ID and some security-related information. Sensor nodes are innocent before deployment. However, after deployment, they can be captured and compromised by attackers due to the unattended deployment environments and the lack of tamper resistance. Once being compromised, all information stored in the sensor node can be read out by the attackers. Furthermore, the compromised nodes can be reprogrammed and thus fully controlled by the attackers.
Based on the above assumptions, this paper considers the following types of attacks.
• Outsider attacks: launched by attackers that have not compromised any sensor nodes and therefore do not know any secret of the network. In particular, the attackers may -[type-I attacks] modify messages or inject their own messages, and attempt to induce en-route nodes and receivers to accept these messages;
-[type-II attacks] eavesdrop and collect messages, and attempt to derive some secrets from the messages.
• Insider attacks: launched by attackers that have compromised some sensor nodes and therefore know some secrets preloaded to these compromised nodes. Certainly, insider attackers can also launch the above type-I and type-II attacks. In addition, the attackers may -[type-III attacks] collect the secrets owned by compromised nodes, and attempt to derive the secrets held by innocent nodes (and therefore can cheat these innocent nodes or impersonate as them). In this paper, we call both outsider attackers and insider attackers (e.g., compromised sensor nodes) intruders.
C. Design Goals
Our message authentication schemes are designed with the following goals. (i) Message authenticity: Intruders shall not be able to impersonate any innocent node to send out a message without being detected. (ii) Message integrity: Intruders shall not be able to modify a message sent by any innocent nodes without being detected. (iii) Non-repudiation: A node shall not be able to deny the sending of a message. Note that this property is important in some scenarios such as intrusion detection and intruder identification. After a node sends out an accusation report, it should not be able to deny that. This way, malicious accusations can be detected. (iv) Resilience to a large number of node compromises: Even if a large number of nodes have been compromised, these nodes shall have very low probability to break our proposed message authentication protocols. (v) Efficiency: Our proposed protocols shall have low system overhead in terms of computation, communication and storage. (vi) Immediate Message Authentication: A receiver/forwarder of a message shall be able to verify the authenticity and integrity of the message immediately after reception.
III. PROPOSED SCHEMES
In this section, we propose a series of message authentication schemes. Our study is conducted evolutionarily through several steps: Firstly, to illustrate the basic idea of polynomial-based message authentication, we present a bivariate polynomial-based scheme (Scheme-I) for authenticating message sent from a trustworthy base station to ordinary sensor nodes. Secondly, Scheme-I is enhanced to a perturbed bivariate polynomial-based scheme (Scheme-II) such that it can tolerate a large number of sensor node compromises. Thirdly, to authenticate not only the messages sent by the base station but also those sent by any ordinary sensor node, Scheme-III is developed by replacing the bivariate polynomial in Scheme-II with a three-variable polynomial. Finally, to address a subtle flaw in the Scheme-III, we develop our final scheme (Scheme-IV). Before presenting the details, we introduced several common notations as follows.
• q, F q , l, r, γ: q denotes a prime number, F q is a prime finite field of order q, l is the integer such that 2 l > q > 2 l−1 .
• r, γ: r and γ are integers such that γ < r < l.
A. Scheme-I: A Basic Bivariate Polynomial-Based Scheme for Authenticating Messages Sent by the Base Station
In this scheme, we only consider the authentication of messages sent from a trusted base station to ordinary sensor nodes.
1) Scheme Specification:
• Initialization of the Security Server and the Base Station. Over finite field F q , the security server randomly picks a secret bivariate polynomial:
where each coefficient A i,j is an element of F q , and system parameters d x , d y are degrees of x and y, respectively. Then, the security server preloads the base station with f (x, y) and a secure one-way hash function h(.), which could be MD5, SHA, etc.
• Initialization of Sensor Nodes. Before a sensor node is deployed, it is preloaded by the security server with:
, which is called the verification polynomial of node u; and -the secure one-way hash function h(.).
• Message Sending at the Base Station. Assuming the base station wants to send out a message, denoted as m, it executes the following steps to sign m: • Message Verification at Sensor Nodes. When a sensor node with ID u (called node u thereafter) receives message m, M AF m (x) , it executes the following steps to verify the authenticity and integrity of the message:
received message is regarded as authentic and intact. 2) An Example: Fig. 1 shows an example of how Scheme-I works. Here, q = 31; that is, all arithmetic operations are over finite field F 31 . The base station is preloaded with f (x, y) = x 2 y 2 +2x 2 y +3x 2 +4xy 2 +5xy +6x+7y 2 +8y +9. Node 3 has verf 3 (y) = 28y 2 + 10y + 23 and node 9 has verf 9 (y) = 29y + 27. 2 + 3x + 4 and forwards m together with MAF m (x). On receiving this faked message, node 9 evaluates MAF m (9) = 7 and verf 9 (h(m )) = 25. Since MAF m (9) = verf 9 (h(m )), the message fails in verification and is dropped.
3) Discussion: While Scheme-I provides an efficient mechanism for message authentication, it has following limitations.
• If the intruder has received and recorded d y + 1 or more message authentication functions (e.g., 
can be derived through interpolation based on these verification functions.
Therefore, d x and d y have to be as large as possible in order to achieve a high level of security. On the other hand, each sensor node needs to store a verification function, that is, d y + 1 coefficients of the function; each message sent by the based station must include a message authentication function, that is, d x + 1 coefficients of the polynomial. For storage and communication efficiency, both d x and d y should therefore be as small as possible. To resolve the dilemma, we propose Scheme-II in the following.
B. Scheme-II: A Perturbed Bivariate Polynomial-Based Scheme for Authenticating Messages Sent by the Base Station
We propose Scheme-II to overcome the aforementioned limitations of Scheme-I. Based on the idea of perturbing polynomial shares with randomly-picked numbers, borrowed from [8] , this scheme differs from Scheme-I mainly in the following aspects:
• Firstly, when the base station sends out a message m, its authentication function MAF m (x) will not be f (x, h(m)); instead, it shall be a perturbed version of
where s m is a number picked from F q . After the perturbation, even an intruder has collected d y + 1 or more messages (and hence d y + 1 or more perturbed authentication functions), it cannot obtain any exact shares of f (x, y). Consequently, as we will show later, the complexity for deriving f (x, y) will be very high.
• Secondly, when the security server distributes verification functions to sensor nodes, these functions shall not be exact shares of f (x, y), but perturbed ones. Specifically, the verification function for node u shall be verf u (y) = f (u, y) + r u , where r u is a number picked from F q . This way, even the adversary has compromised d x + 1 or more sensor nodes (and hence d x + 1 or more perturbed verification functions), they cannot obtain any exact share of f (x, y). As we will show later, the complexity for deriving f (x, y) from the captured verification functions will also be very high. After using the above perturbation mechanisms, the process for verifying a message will certainly not be as straightforward as in Scheme-I, and this issue is addressed in Scheme-II.
1) Scheme Specification:
• Initialization of the Security Server and the Base Station.
The security server constructs a secret bivariate polynomial f (x, y), the same as Eq. (1), over finite field F q . As introduced at the beginning of Section III, we let l be an integer such that 2 l−1 < q < 2 l and system parameter r be an integer smaller than l, the security server preloads the base station with f (x, y), a secure one-way hash function h(.) and system parameter r.
• Initialization of Sensor Nodes. Before a sensor node is deployed, the security server preloads it with -a unique ID u, which is an element of F q ; -a perturbed verification polynomial verf u (y) = f (u, y) + r u , where r u is a number randomly picked from {0, · · · , 2 r − 1}; -the secure one-way hash function h(.); and -system parameter r.
• Message Sending at the Base Station. Suppose the base station wants to send out a message m. The following steps shall be executed: (m) ). • Message Verification at Sensor Nodes. When message m, M AF m (x) is received at sensor node u, the message is verified by testing if
The principle behind this step is explained as follows:
Therefore, verf u (h(m)) − MAF m (u) must also belong to this set. 2) An Example: Fig. 2 shows an example on how Scheme-II works. Here, we set q to 31, l to 5 and r to 3. Each sensor node is preloaded with perturbed shares of f (x, y). In particular, node 3 has verf 3 (y) = f (3, y) + 7 = 28y 2 + 10y + 30 (parameter r 3 is set to 7), and node 9 has verf 9 (y) = f (9, y)+5 = 29y+32 (parameter r 9 is set to 5). When the base station disseminates message m, MAF m (x) = f (x, h(m))+4 (parameter s m = 4) is also sent out. On receiving the message, node 3 evaluates MAF m (3) = 26 and verf 3 (h(m)) = 29. Since their difference is within {0, · · · , 2 r − 1 = 7, q − (2 r − 1) = 24, · · · , 30}, the message is verified as authentic and integral. On the other hand, node 9 receives message m faked by node 6, an intruder. It evaluates MAF m (9) = 13 and verf 9 (h(m)) = 30. Since the difference is not within {0, · · · , 7, 24, · · · , 30}, the message is not accepted.
3) Security Analysis and Evaluation: a) Capability against type-I attacks:
When forwarding a message m sent by the base station, an intruder (either insider or outsider) may modify the message to m , and arbitrarily change the message authentication function associated with the message in order to hide the modification from receivers. The following Theorem 3.1 shows the capability of Scheme-II against such attacks.
Theorem 3.1: If a message m sent by the base station is modified to m = m, where h(m ) = h(m), the probability that the message is be verified by node u as valid is less than Proof: (sketch) When message m , along with an arbitrary MAF m (x), arrives at sensor node u, u will compute verf u (h(m )) − MAF m (u). Due to the arbitrariness, verf u (h(m ))−MAF m (u) could be any element in {0, · · · q− 1}. Therefore, the probability that it is in {0, · · · ,
However, we do not consider this in this paper; we assume the hash function is a secure one-way function and hence the probability of collision should be very low.
b) Capability against type-II attacks: An intruder (either insider or outsider) may collect the message authentication functions sent by the base station for d y + 1 or more different messages, and attempts to derive f (x, y) based on the collected information. Note that once f (x, y) is compromised, Scheme-II is broken. The following Theorem 3.2 shows the capability of Scheme-II against such attacks.
Theorem 3.2: If an intruder has obtained n
, the complexity for the adversary to break f (x, y) based on the captured functions is Ω(2 r * (dy+1) ). Proof: (sketch) Assume v is an arbitrary element in F q . Let us consider the complexity for breaking f (v, y).
Based on the captured message authentication functions, the adversary obtains the following system of linear equations:
Here, each s i represents an arbitrary element in {0, · · · , 2 r − 1}. All C j (j = 0, · · · , d y ) and s i (i = 0, · · · , n − 1) are unknowns. Therefore the total number of unknowns is d y + n + 1, which is greater than the number of equations (i.e., n). To solve the linear system, at least d y + 1 unknowns should be eliminated; that is, the values of d y + 1 unknowns should be found out correctly. Since each s i is of r bits, which is shorter than any coefficient C i , the adversary must choose to eliminate d y + 1 of s i 's. Because s i is randomly picked from a set of 2 r elements, and the solution for f (v, y) is unique, the expected time complexity to find out the right values for these s i 's is Ω(2 r * (dy+1) ). Note that we only consider the case that n ≥ d y + 1. This is because, if n ≤ d y , it is impossible for the adversary to derive f (x, y), in which the degree of y is d y .
c) Capability against type-III attacks: Compromised sensor nodes may collude by sharing their preloaded verification functions to find out the secret polynomial f (x, y), and thus the authentication mechanisms can be broken. The following Theorem 3.3 shows the capability of Scheme-II against such attacks. f (u i , y)+r i (i = 0, · · · , n−1) , the complexity for the adversary to break f (x, y) based on the captured functions is Ω(2 r * (dx+1) ). Proof: (similar to the proof of Theorem 3.2)
C. Scheme-III: A Three Variable Polynomial-Based Scheme for Authenticating Messages Sent by Any Node
Scheme-II can only authenticate messages sent from the trustworthy base station to ordinary sensor nodes. However, as discussed in Section II, any ordinary sensor node may also send out messages and the authenticity and integrity of these messages can also be attacked. To address this issue, we extend Scheme-II, which is based on bivariate polynomials, to this scheme, which is instead based on three variable polynomials.
1) Scheme Specification:
• System Initialization. The security server constructs a secret polynomial f (x, y, z) over finite field F q , where the degree of x, y and z are d x , d y and d z , respectively. Similar to Scheme-II, we let l be the integer such that 2 l−1 < q < 2 l , and system parameter r be an integer smaller than l.
• Node initialization. The security server preloads each node (either a sensor node or base station) with -a unique ID u;
, which is used for generating message authentication functions for outgoing messages; -polynomial verf u (x, z) = f (x, u, z) + r u,1 (r u,1 is randomly picked from {0, · · · , 2 r − 1}), which is used for verifying incoming or passby messages; -secure one-way hash function h(.); and -system parameter r.
• Message Sending at Senders. When a node u wants to send out a message m, the following steps are performed: 
2) Discussion: This scheme appears to work, but it has a subtle security flaw which can be exploited by the intruder. We elaborate the attack, which we call reflection attack, as follows. Suppose the intruder has compromised d y + 2 nodes and captured the secret functions auth ui (y, z) and verf ui (x, z) (i = 0, · · · , d y + 1) stored in these nodes; u and w be two arbitrary elements of
we have
This is equivalent to , f (u, y, w) can be solved. Since u and w can be arbitrary elements of F q , the adversary can modify the message sent by any arbitrary node u, or inject an arbitrary message in the name of node u, without being detected. To address the above security flaw, we propose a new scheme in the following.
D. Scheme-IV: The Final Scheme
To address the above flaw in Scheme-III, as well as enable any node to authenticate any outgoing messages any verify any pass-by/incoming messages, we propose Scheme-IV. Different from Scheme-III, we borrow the idea of randomly-constructed polynomials (called perturbation polynomials) [9] to perturb shares of f (x, y, z), so as further increase the difficulty to derive f (x, y, z) from its perturbed shares.
1) Scheme Specification:
• System Initialization. Similar to Scheme-III, the security server randomly constructs polynomial f (x, y, z) over F q , where the degrees of x, y and z are d x , d y and d z , respectively.
• Constructing a perturbation polynomial for message verification purpose and an ID space for senders. The security server randomly constructs a univariate
Let S k be the largest set among all these S i 's. Thus, the size of S k (denoted as S k ) must be at least γ }, we have r u,0 * α(u) must be in {0, · · · , 2 r−1 −1}. As to be described later, I s will be used in message authentication while α(x) will be used in message verification.
• Constructing a perturbation polynomial for authentication purpose and an ID space for receivers/forwarders.
Similar to the previous step, the security server randomly constructs a univariate d y -degree polynomials β(y) over F q . Based on β(y), all elements in F q can be divided into 2 l−(r−γ−1) sets
r−1 − 1}. As to be described later, I r will be used in message verification, while β(y) will be used in message authentication.
• Node Initialization. The security server preloads each node u (either an ordinary node or base station) with -a unique sender ID denoted as u s , where u s ∈ I s ; -a unique receiver ID denoted as u r , where u r ∈ I r ; -polynomial auth u (y, z) for authenticating outgoing messages, where 
The principle behind this step is explained as follows: According to the above algorithm, we have 
2) An Example:
We present an example in the following to illustrate the working of Scheme-IV.
• Assume the security sever sets system parameters q to 65437, l to 16, r to 8, γ to 2, and f ( • The security server randomly constructs 2047 . Among these, the largest one is S 1759 where |S 1759 | = 50. Therefore, the security server gets the ID set for senders
and the perturbation polynomial for verification
• Similarly, the security sever randomly constructs β(y) = 3y 2 + 4y + 5,
Based on them, the security sever gets the ID set for forwarders/receivers (ii) if the intruder has compromised n > min{d x , d y } nodes, the complexity for it to break f (x, y, z) is Ω(2 min{r,2γ} * min{dx+1,dy+1} ). Proof: (see Appendix A) 4) Implementation and Performance Evaluation: We implement Scheme-IV on top of the Mica2 Mote/TinyOS platform, and simulate it with TOSSIM [10] . Based on the implementation, we measured (i) computational overhead in terms of the delay for message authentication and verification; (ii) memory/storage overhead in terms of the required ROM and RAM consumption; and (iii) communication overhead in terms of the size of a message authentication function (MAF).
We vary system parameters l, d x , d y , d z , r and γ (Note that all the settings ensure that the complexity to breaking the secret polynomial f (x, y, z) is at least 2 64 according to Theorems 3.5 and 3.6, and the measured results are shown in Table I , which also shows the probability that a message is fabricated without being detected (estimated based on Theorem 3.4). Note that, the probability (e.g., 0.015 when l = 24 and r = 17) is higher than using public key techniques. However, we argue that it will not lead to the scenario that bogus messages are flooded over the network, because each message is checked independently by nodes that it passes and will be filtered within a small number of hops (e.g., if P = 0.015, a bogus message is detected and filtered within 2 hops with probability 1 − 2 −18 and within 10 hops with probability 1 − 2 60 ). As shown in the table, the computation overhead for message authentication and verification ranges from 6ms to 85ms. This is much smaller than applying public key cryptographic techniques [11] - [13] to sensor motes. The evaluation results demonstrate the range of ROM consumption (ranging from 15 KB to 23 KB) and RAM consumption (ranging from 2 KB to 3.4 KB), which are acceptable storage overhead for current generation of sensor nodes. The table also shows the size of MAF, which ranges from 12 to 24 bytes. The size is larger than the size of a single MAC in TESLA-based authentication schemes and in some cases may be larger than the size of multiple MACs in Multi-MAC-based schemes. However, the overhead can be mitigated as the packet size increases. Note that, although the default packet is 29 bytes in TinyOS, the actually packet size of wireless sensor network could be larger (IEEE 802.15.4 allows packet size of up to 128 bytes), and recent research [14] has verified the efficiency and reliability when the packet size is more than 100 bytes. The overhead can also be mitigated by sending one authentication function for every a certain number of consecutive messages instead of having one authentication function for each message. [8] , [9] proposed perturbation number and perturbation polynomial based techniques for compromise-resilient key management in sensor networks. The techniques are extended and applied in this paper, but they are used for a different purpose of message authentication. Furthermore, in the message authentication scenario that we study, every sensor node can be both sender and receiver, which pose new challenges (for example, the possibility of reflection attack). This also makes the perturbation techniques devised in this paper distinguished from those in [8] , [9] .
V. CONCLUSION
We proposed a novel message authentication approach which adopts a perturbed polynomial-based technique to simultaneously accomplish the goals of lightweight, resilience to node compromises, immediate authentication, scalability, and non-repudiation.
